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I Executive Summary

As the global landscape undergoes unprecedented digital transformation, the Republic of Singapore
stands at the vanguard of innovation and technological governance. Operating under the visionary
"Smart Nation" initiative, Singapore recognizes that technologies such as artificial intelligence (Al), fifth-
generation (5G) networks, and future sixth-generation (6G) communication infrastructures are
foundational to modern economic growth, national security, and global collaboration. However, this hyper-
connected frontier introduces advanced, asymmetric threats that challenge critical information
infrastructure, privacy regimes, and cyber sovereignty.

This comprehensive portfolio, prepared for the FairGaze FreeVoice MUN 1.0 ITU Department, sets
forth Singapore’s multi-layered strategy for securing the digital frontier. It outlines the strategic
background of the global digital agenda, establishes Singapore's definitive sovereign stance on
cooperative regulation, demonstrates domestic and international actions implemented by the state, and
presents actionable recommendations for a standardized international legal framework under the
auspices of the International Telecommunication Union (ITU).

"In the digital age, security is not an impediment to progress; rather, progress is entirely
unsustainable without baseline structural trust, resilience, and multi-stakeholder cybersecurity
paradigms.”
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I 1. Background of the Agenda (TSisT 1 uR=ra)

The Evolution of the Global Digital Frontier

The global telecommunications and information technology ecosystems have moved beyond basic
consumer utility, evolving into the vital nervous system of modern civilization. The advent of high-speed
digital networks, hyper-scale cloud computing platforms, and operational technologies (OT) has
interwoven national economies, financial systems, healthcare networks, and industrial manufacturing into
a singular, interconnected grid. Consequently, the agenda before the International Telecommunication
Union (ITU)—focusing on stabilizing cybersecurity frameworks, crafting robust Al regulations, and
securely architecting 5G and 6G infrastructure—is of paramount significance.

The transition from 4G to 5G networks, and the conceptualization of 6G systems, marks a massive
architectural shift rather than a simple incremental upgrade. 5G networks utilize software-defined routing,
network slicing, and edge computing to process data at ultra-low latencies. While this supports
advancements like autonomous transit systems and smart smart grids, it fundamentally expands the
potential target area for malicious threat actors. Traditional centralized network perimeter defenses are no
longer sufficient when data routing is dynamic, highly distributed, and decoupled from specialized
physical hardware.

The Dual-Use Nature of Artificial Intelligence

Concurrently, the rapid deployment of Artificial Intelligence (Al) and Machine Learning (ML) algorithms
across global networks has transformed security paradigms. Al operates as a powerful dual-use
technology. On one hand, it enables automated threat hunting, cognitive anomaly detection, and real-
time defense against sophisticated zero-day cyber exploits. On the other hand, malicious actors leverage
generative Al to automate highly targeted phishing campaigns, execute deep-fake disinformation
algorithms, and design self-mutating malware capable of bypassing traditional enterprise antivirus filters.

Without explicit international guidelines, the fragmentation of Al development poses a severe risk to
digital trust. Divergent national regulatory models could lead to digital fragmentation, where separate
legal and technical standards impede cross-border data flows, restrict joint technological scientific
research, and create uneven enforcement zones that cybercriminals can exploit.
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Singapore Digital Infrastructure & High-Speed Connectivity Timeline
105

99% 100%
100 A

95 1
90 A
85 1
80

75 A

Penetration Rate (%)

70 A

65
=@=_Singapore 5G/6G Penetration %

60

2020 2022 2024 2026 (Est) 2028 (Proj) 2030 (Proj)

Figure 1: Evolution of Singapore's Strategic Telecommunications Penetration and Planned 6G Evolution.
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Cyber Warfare, Ransomware, and Threat Vector Amplification

The threat landscape facing ITU member states is no longer dominated by isolated, independent actors.
The digital frontier has become a key venue for geopolitical competition, featuring state-sponsored
Advanced Persistent Threats (APTs) and highly organized cybercrime groups. These actors target
Critical Information Infrastructure (Cll), including electrical grids, marine shipping hubs, communication
backbones, and healthcare databases.

Ransomware-as-a-Service (RaaS) models have lowered the barrier to entry for international cybercrime,
allowing threat actors to disrupt essential public services and demand massive economic payments.
Additionally, the proliferation of Internet of Things (loT) devices, often deployed with insufficient
embedded security protocols, creates massive botnets capable of launching Distributed Denial of Service
(DDoS) attacks that can disable nationwide digital services.

Why This Issue is Critical to Global Stability

If the international community fails to establish consistent regulatory standards for advanced
technologies and telecommunication infrastructure, the consequences will extend far beyond financial
losses. A systemic breakdown in digital networks could disrupt global supply chains, compromise
financial markets, and compromise citizen privacy on an unprecedented scale.

Developing nations face the highest level of risk in this scenario. Lacking the financial capital and
specialized institutional knowledge to deploy elite cyber defense infrastructures, these regions risk falling
into a deep digital divide. This divide leaves them structurally vulnerable to systematic digital exploitation

and economic marginalization, underscoring the urgent need for a coordinated multilateral response.

Threat Category Primary Impact Vector Socio-Economic Consequence

Critical Information Infrastructure Disruption of power grids, emergency
State-Sponsored APTs ) o

(Cll) sabotage lines, and water utilities.
Al-Automated Financial institutional subversion & Systemic disruption of supply chains and
Ransomware encryption billions in operational losses.
5G/6G Network Slicing Unsecured edge devices and Massive corporate espionage, data theft,
Vulnerabilities compromised virtualized nodes and unauthorized surveillance.
Deep-Fake Cognitive manipulation via Erosion of social cohesion, public
Disinformation automated media engines institutional trust, and political stability.
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I 2. Singapore's Position (FRRTTQR 1 T4@)

The "Smart Nation" Imperative

The Republic of Singapore approaches this agenda not merely as a participant, but as a hyper-
connected city-state whose economic vitality, social cohesion, and sovereign security are fundamentally
dependent on secure digital connectivity. Launched in 2014, Singapore’s Smart Nation initiative aims to
harness digital tech, networks, and big data to drive economic growth, enhance social inclusion, and
streamline government services. For Singapore, digital infrastructure is as vital as physical infrastructure
like roads, sea lines, and water systems.

Consequently, Singapore’s stance is firmly anchored on a core principle: technological advancement
must not be restricted; rather, it must be systematically secured. Singapore rejects isolationist
protectionism and techno-nationalist policies that seek to isolate networks or restrict global technology
transfers. Instead, Singapore believes that maximizing the potential of Al, 5G, and future 6G networks
requires creating an open, trusted, and highly resilient digital ecosystem.

Commitment to International Multilateral Cooperation

Singapore strongly supports multilateralism and recognizes that no individual nation, regardless of its
technological capabilities, can secure its digital architecture in isolation. The global internet operates
across borders, and cyber threats can be launched from any point on earth, passing through multiple
national jurisdictions in milliseconds. Therefore, Singapore firmly believes that the ITU is the primary
international forum for establishing interoperable standards, defining state norms in cyberspace, and
coordinating capacity-building frameworks.

"Singapore's foreign and digital policy promotes an open, secure, stable, accessible, and peaceful
information and communication technology environment. We advocate for a rules-based
international order in cyberspace that mirrors established international law in the physical domain."

Balancing Innovation with Comprehensive Risk Management

Singapore's regulatory strategy is proactive and collaborative rather than restrictive. It avoids imposing
rigid regulations that stifle research and development or discourage venture capital investment in
emerging tech. Instead, Singapore utilizes agile regulatory sandboxes, voluntary compliance
certifications, and adaptive legal frameworks that grow alongside technological changes.

By engaging in open dialogue with academic institutions, industrial groups, and international standard-
setting bodies, Singapore demonstrates that strong security standards and high commercial profitability
can successfully coexist.
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Fostering Open Digital Corridors and Trust Architecture

To ensure its long-term relevance as a global financial hub, Singapore actively builds Digital Economy
Agreements (DEAs) with strategic international partners. These agreements establish trusted pathways
for cross-border data transfer, standardize e-commerce rules, align artificial intelligence governance
models, and encourage shared cybersecurity threat intelligence. Singapore’s position at the ITU
highlights that the ultimate goal of digital governance should be the construction of interconnected,
cooperative digital corridors rather than isolated networks.

Singapore Cybersecurity Strategy Priorities (Target Readiness %)
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Figure 2: Strategic Resource Allocation and Operational Focus Vectors under Singapore's National Cybersecurity
Framework.

Sovereign Pillars of Singapore's Digital Diplomacy

Singapore's contributions to the ITU and other multilateral organizations are guided by three core
strategic principles:

» Adherence to the UN Norms of Responsible State Behavior: Singapore consistently advocates for
the implementation of the 11 voluntary, non-binding norms for state behavior in cyberspace, as
endorsed by the United Nations General Assembly. This includes the principle that no state should
knowingly allow its territory to be used for internationally malicious cyber activities.

* Interoperability of Standards: Singapore opposes the fragmentation of global telecommunication
protocols. The division of the internet into separate tech blocs reduces global efficiency and harms
international supply chains. 5G and 6G standards must remain unified under global bodies like the
ITU and 3GPP.
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* Inclusivity in Digital Governance: The design of global digital rules must include input from both
developed and developing economies. Singapore works to ensure the views of small states are
represented in multilateral discussions.
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| 3. Actions Taken So Far (RRTTQR ZRT 31l deF ISTT 1Y THeH)

Domestic Policy: The Cybersecurity Act and Institutional Oversight

The Republic of Singapore has established a comprehensive legal and operational framework to protect
its sovereign cyberspace. At the center of this domestic approach is the Cybersecurity Act, enacted in
2018 and regularly updated to address emerging threat vectors. The Act provides a clear legal framework
for overseeing national cybersecurity, establishing explicit requirements for operators of Critical
Information Infrastructure (Cll) across 11 key sectors: Info-communications, Energy, Water, Banking and
Finance, Healthcare, Transport (Maritime, Aviation, Land), Government, and Emergency Services.

To manage the implementation of this legislation, Singapore established the Cyber Security Agency of
Singapore (CSA) in 2015. Operating under the Prime Minister's Office and managed by the Ministry of
Communications and Information, the CSA serves as the central national agency coordinating all aspects
of cybersecurity strategy, operational response, and ecosystem development. The CSA operates the
National Cyber Security Centre (NCSC), which provides continuous threat monitoring, anomaly
detection, and incident response for the country's networks.

Infrastructure Excellence: 100% High-Speed Secure Digital Connectivity

Singapore has achieved universal high-speed digital connectivity through proactive, long-term state
planning. The nation has deployed a nationwide, standalone 5G network that covers 100% of its outdoor
areas, making it a global leader in advanced telecommunications infrastructure. This network is designed
with security-by-design principles, using diverse supplier pathways, zero-trust network slicing protocols,
and mandatory continuous security reviews for all telecommunication operators.

Domestic Executing

Strategic Pillar Primary Operational Mandate & Success Metric
Agency

Legislative Cyber Security Agency Enforcement of the Cybersecurity Act; mandatory audit

Governance (CSA) cycles for all designated Cll owners.

Infocomm Media

Next-Gen , Achieved 100% Standalone 5G coverage; pioneering
Development Authority , )
Infrastructure (IMDA) collaborative research grants for 6G technologies.
Operational SingCERT (Computer 24/7 public-private threat intelligence dissemination,
Intelligence Emergency Response) malware analysis, and localized incident containment.
Ecosystem . , Funding cybersecurity start-ups, cultivating localized
CSA & Enterprise Singapore o .
Development tech talent, and certifying safe products via the CLS.

ITU Department Singapore Portfolio | Aaditya Raj Choudhary Page 9



International and Regional Leadership: ASEAN and United Nations Forums

Singapore’s cybersecurity efforts extend well beyond its borders, positioning the nation as a key facilitator
of digital capability within the Southeast Asian region and across broader international forums. As a
member of the Association of Southeast Asian Nations (ASEAN), Singapore has consistently worked to
harmonize digital security regulations across neighboring economies. A key milestone in this effort is the
establishment of the ASEAN-Singapore Cybersecurity Centre of Excellence (ASCCE), funded with a
$30 million capital commitment from Singapore. The ASCCE provides specialized operational training,
cyber-range simulation exercises, and diplomatic policy workshops for senior government officials from
all ASEAN member states.

At the global level, Singapore actively supports the United Nations Open-Ended Working Group (OEWG)
on security in the use of information and communications technologies. Singapore maintains close
collaboration with the ITU, consistently reporting national metrics to the Global Cybersecurity Index
(GCl), where Singapore regularly ranks among the top tier of nations worldwide.

"Regional resilience is the true metric of national security. Singapore cannot remain secure if our
surrounding regional neighbors are left vulnerable to systematic cyber attacks and infrastructure
compromise.”

The Cybersecurity Labeling Scheme (CLS) for Consumer loT Security

To address vulnerabilities in the consumer market, Singapore introduced the innovative Cybersecurity
Labeling Scheme (CLS) for smart devices. Managed by the CSA, this initiative rates smart consumer
appliances based on their resilience against common cyber risks, assigning a rating from one to four
stars.

This program enables consumers to make informed choices based on security features, while
encouraging manufacturers to adopt security-by-design methodologies. Highlighting its focus on
international alignment, Singapore has established mutual recognition agreements for these security
labels with global partners, including Finland, Germany, and the United Kingdom.
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I 4. Proposed Solutions and Recommendations (3iTdes Ja1Td)

To address the complex risks associated with the expanding digital frontier, the Republic of Singapore
presents four actionable proposals to the International Telecommunication Union (ITU). These initiatives
are designed to foster global consensus, strengthen technical resilience, and protect the shared interests
of all member states.

l. Establishment of a Harmonized Global ITU Cybersecurity and Privacy
Framework

The ITU should lead the creation of a comprehensive, interoperable global framework that aligns national
cyber laws and privacy regulations. This framework should not replace national laws but should establish
a baseline for cross-border electronic data discovery, shared incident classification, and joint
investigation protocols for transnational cybercrimes. By standardizing these rules, the international
community can eliminate regulatory gaps that allow cybercriminals to operate across jurisdictions without
consequence.

Il. Mandatory Capacity Building and Technology Transfer Pathways

To bridge the expanding digital divide, the ITU must establish formal mechanisms for technical capacity
building. Advanced economies should offer technical expertise, software tools, and training resources to
developing nations. This includes helping smaller states build national Computer Emergency Response
Teams (CERTSs), deploy secure open-source network tools, and train local professionals to manage next-
generation 5G networks securely.
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ITU Global Cybersecurity Agenda (GCA) 5 Pillars

Cooperation
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Legal Measures

Organizational Pillars

Technical Measures

Figure 3: Interlocking Pillars of the Proposed Global ITU Digital Governance Framework.

lll. Institutionalized Public-Private Partnerships (PPP) with Global Tech Leaders

The infrastructure of cyberspace is largely designed, built, and maintained by private technology
companies, including cloud providers, software developers, and telecommunication hardware
manufacturers. The ITU should create formal consultative channels that include these key private sector
stakeholders alongside member states. This structure will enable rapid, automated sharing of threat data,
coordinated responses to zero-day vulnerabilities, and the development of standardized security
protocols for consumer hardware.

IV. Unified Ethical Guidelines and Safeguards for Al and Quantum Technologies

As artificial intelligence and quantum computing advance, the ITU must establish clear ethical guidelines
and safety standards. These recommendations should focus on ensuring transparency in Al decision-
making, minimizing algorithmic bias, and preparing global encryption models for the transition to post-
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quantum cryptography. Proactively establishing these standards will help prevent the weaponization of
emerging technologies while ensuring their benefits are distributed equitably worldwide.
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| 5. Conclusion (Frsrt)

A Resolute Call for Multilateral Unity

The challenges facing the modern world on this digital frontier require a unified global response. The
issues of cybersecurity, Al ethics, and the rollout of 5G/6G infrastructures cannot be effectively
addressed by any single nation acting alone. Fragmented regulation and isolated security efforts leave
the international community vulnerable to systemic exploits that threaten global commerce and shared
digital trust.

The Republic of Singapore remains fully committed to working alongside fellow member states within the
International Telecommunication Union (ITU). By supporting transparent, rules-based multilateral
diplomacy, Singapore aims to help build a digital future that is secure, resilient, open, and accessible to
all nations, regardless of their size or stage of economic development.

As delegates at the FairGaze FreeVoice MUN 1.0, we bear a shared responsibility to move past short-
term geopolitical disagreements and prioritize long-term global digital stability. By establishing clear
international frameworks, sharing technical capabilities, and fostering public-private collaboration, we can
ensure that our global networks continue to serve as engines for human progress, economic opportunity,
and mutual understanding.

Official Statement Submitted by:

The Delegation of the Republic of Singapore
Represented by: Aaditya Raj Choudhary

Saint Joseph School, Bhagalpur

ITU Department - FairGaze FreeVoice MUN 1.0
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